
UTest NVM 

 

31.4.1 Feature configuration in virgin device 

 



 

 

UTest MAP 

 



UTEST memory usage by Secure BAF 

 

 



 

 

Debug password(CUST_DB_PSWD_A).不可见，，，hse fw  能读hash (SHA2-224) over ADKP 

 

Debugging 特性 

 

 

Rm 

 

 



特殊地址 

 

MOTOROLA  ;  majorVersion, minorVersion, patchVersion  =16BIT 

 

 

SBAF VERSION 

HSE FW 110:   s32k3x4_Secure_Baf_0.5.0_0.9.4_pb210708.bin.pink 

HSE FW 210:   s32k3x4_Secure_Baf_0.5.0_0.10.0_pb220428.bin.pink 

HSE FW 260:   s32k3x2_Secure_Baf_0.13.0_0.9.0_pb220502.bin.pink 

 

SBAF_S32K312_0_0_15_0_ReleaseNotes.pdf 



 

 

 

 

HSE VERSION 

 

 

 

 

HSE FW 110:      s32k3x4_hse_fw_0.5.0_1.1.0_pb211004.bin.pink 

    s32k3x4_hse_fw_1.5.0_1.1.0_pb211004.bin.pink  

 

HSE FW 210:  s32k3x4_hse_fw_0.5.0_2.1.0_pb220625.bin.pink    FULL MEM 

    s32k3x4_hse_fw_1.5.0_2.1.0_pb220625.bin.pink 

 

HSE FW 260:  s32k3x2_hse_fw_0.13.0_2.6.0_pb221129.bin.pink 

    s32k3x2_hse_fw_1.13.0_2.6.0_pb221129.bin.pink 

 

HSE_FW_S32K3XX_0_2_1_0 

• S32K344 

• S32K324 

• S32K314 

HSE_FW_S32K3XX_0_2_6_0 

• S32K312 



 

 

 

 

uint8_t DCMOTAR = 0u; //0 -- low address, 1 -- high address 

    uint8_t DCMOTAA = 0u; //0 -- inactive, 1 -- active 

 

 

OTA enable 

？？？1B000280 

 

如何在 EAR 版本的 SBAF 片子上安装 1_0 之后的 AB SWAP 固件.pdf 

 
 

//// HSE_DEMOAPP_S32K3X4_0_1_1_0_ReadMe.pdf 

 

 

 

 



FW install is said to be successful when HSE FW init bit 0 at location 0x4038C107 is set 

to 1 as shown below. （MU_0） 

 

  



 

Mu map 

 

 

 

 

HSE status  

 FSR  0x4038C000+0x104 

 

 

MU_0 MU_0_MUB 16 0x4038C000 

MU_1 MU_1_MUB 16 0x40390000 

    



 

 

 

 



 
  



 

///S32K2TV_S32K3xx_Training_Section_1-8_rev1.0.pdf 

OTA 

Ota Demo code 

C:\NXP\SW32K3_OTADEMO_0.8.0\S32K344_HSE_OTA 

 

 

S32K3XX_CryptoDriver_and OTA_ AdvancedTraining.pdf 

 

Memory map 

 

 

 

Flash 

Erasing of selected sector or block erase 

8kB sectors in every block 

  



Boot 

31.4 IVT（NON secure） 

IVT    Image Vector Table. 

 

 
 

 

 



 

IVT secure boot 

 

 

 

 

 

 



 

 

 

 

 

 

 



HSE FW 0.2.1.0 update  

 

 

 

 



 

 

 

 

 

Table 114: AppBL structure  

 



Boot flow 

 

 

31.7 Standby boot 

There are two types of boot mode on exit from standby. 

•  Fast standby mode 

⚫ Normal boot on exit from standby 

 



 

S32K3_RTD_Training_Startup_Linker_File_and_Customization.pdf 

 

Boot flow diagram in BAF 

• 

BAF Boot Assist Firmware) is the first codes to run on HSE B secure core after 

reset, it does necessary system initialization, searches and parses the IVT Image 

Vector Table), finally stop HSE B, enable SWT and start the application core: 

 

__CORE0_VTOR             = __interrupts_rom_start; 

 

Demo 实际使用，map 

 

 

 

 

  



SecureBoot 

https://www2.renesas.cn/us/en/blogs/introduction-about-secure-boot-automotive-mcu-rh850-

and-soc-r-car-achieve-root-trust-1 

 

 

 

AB SWAP CASE 

AN744511-Secure Boot Application note v0.1.1.0(1.1).pdf 

 

 

7.3. Implement secure boot  

To implement secure boot on the OTA enabled device, the users need to know that the 

SMR table is uniquely stored in the S32K3 HSE secure NVM, and the area protected by 

each SMR and its auth-tag will also point to a unique address.  

 

Therefore, it is recommended to store the auth-tag in the same fixed address regardless of 

the active or passive partition, otherwise you need to reinstall the SMR to avoid secure boot 

failure. 

 

 

 

 

https://www2.renesas.cn/us/en/blogs/introduction-about-secure-boot-automotive-mcu-rh850-and-soc-r-car-achieve-root-trust-1
https://www2.renesas.cn/us/en/blogs/introduction-about-secure-boot-automotive-mcu-rh850-and-soc-r-car-achieve-root-trust-1


 

 

S32K344_SecureBootCfgABSwap_Example_1

00_341_FW0110 

Cfg 

 

 



App 

 

 

 

 

 

HSE 

 



 

 

 

How do I install HSE FW on a virgin device without secure boot?  

Firmware feature flag must be enabled before installing the firmware. HSE FW can be 

installed in the system using three methods: 

 

? Method 1: Program the encrypted image of HSE FW at start location of code flash 

area i.e. 0x00400000 and give a reset. SBAF installs the HSE FW after reset.  

? • Method 2: Program the address encrypted image of HSE FW in IVT and program 

the encrypted HSE FW image at the provided address. After programming, provide a 

reset.  

? • Method 3: Installing the HSE FW through MU interface. Refer to HSE FW 

reference manual for more details. The advantage of this approach is that user doesn’t 

need to program the encrypted image in flash. It can be saved in RAM also.  

 

  



 

6.4. HSE FW Update 

HSE-B Firmware Reference Manual 

RM559614-HSE-B Firmware Reference Manual -V1.2(1.4).pdf 

 

3.2.4 Host system images 

 
 

AppBL 一定是smr验证后运行。 

 

3.3.7 HSE images 

 



 

3.3.8 Life cycle (LC) 

 

 
 

 



 

Debug 

 

 

 

 

Life cycle 推进： 

1. 不可逆， 

2. 通过 Set HSE system attributes 服务 

 

DEVICE’S LIFE CYCLE AND RELATED SECURITY STATE 

 

 



 

 

Automotive Security From Standards to Implementation.pdf 

 

 

 

3.4 HSE subsystem software components 

There are two software components that operate the HSE subsystem:  

- SBAF  

- HSE Firmware  

 

Secure Boot Assist Flash (aka SBAF) 

 
 

The HSE firmware is the software component that provides a variety of native security services as 

described below. 

 

 



3.6.1 Reset (start-up flow) 

 

 

 

5.2.1 Configurable HSE system attributes  

A set of programmable HSE system attributes within the secure NVM can be provisioned by 

the host via HSE administration services. Some of these attributes, once set, cannot be 

updated. 

 

ADKP_MASTER ----》Extend HSE Security Policies 

 

This allows to provision a device-dependent debug key (or password) and to use ADKP as 

a master debug key: the device-dependent key can be calculated based on the UID and 

the knowledge of the master key is which is never shared. 



 
 

If set, the following logic must be used at customer's end for debug-

authorization: 

- hUID = SHA2_256(UID) 

- hADKPm = SHA2_256(ADKPm) 

- ADKP {for debugger} = AES256-ECB(hUID(16 bytes..0 to 15)), key = 

hADKPm;  {ADKPm = customer's master key/ password}. 

 

The hash of ADKPm (set using ADKP attribute) will be used as the key in the 

derivation of the application password. 

 

6.4.2 Execution rights (Super User vs. User) 

 



 

 

  



 

7.1 Cryptographic keys 

The keys accessible to the host via the cryptographic services are organized in groups of certain types, 

within catalogs that are statically configured by the host.  

Each key has a value and certain attributes contained into individual key slots, that are dynamically 

configured by the host via key management services 

 

 

 



 

7.1.4 Key slot  

A key slot is a memory container that holds a single key, with its value(s) and attributes. 

 

 

 

7.2 Key management 

 



7.1.2 Key storage 

 

 

Key 表示 

 
 

7.2.11 Key value verification 

 

 

 



7.2.3 Key import 

 

 

 

 



 

 

Key Container import 

 

 

 

0 

50  keyinfo 

66 

166  key0 

 



166 + 256 + 16= 438  key 1 

 

 

7.3 Key management: SHE keys 

7.3.2 Declaring SHE keys 

The AES 128-bit keys specified in [REF40] are declared as HSE_KEY_TYPE_SHE in specific key groups 

and slots within the key catalogs as described in the below table 

 

 

BOOT_MAC 

 



7.3.6 SHE key provisioning 

 

 

 

 

 



Chapter 8. Memory Verification Services 

 

secure memory region (SMR) is defined by a start address and a size, associated to a proof of 

authenticity, either a MAC or a RSA/ECC signature, which authenticates the region’s content 

 

 

 

For all SMR that have been defined, the HSE verifies the authenticity of memory contents:  

- During the device start-up phase (after reset)  

- While the application(s) is(are) running on the host side (during run-time)  

 

Sanctions： 

 

Unsuccessful verification can keep select subsystems on the host side in reset state; those 

subsystems are referenced in the Core Reset (CR) table  

- Likewise, failing to verify certain SMR can render select keys within the HSE unusable; 

these restrictions are defined individually for each key via the SMR verification map  

 

 

memory verification services are made of:  

- The SMR installation service  

- The SMR verification service  



- The Core Reset table installation service  

 

 

The host can define up to 8 SMR clustered into the SMR table 

 

 

 

 

 

  



 

demo_app 

 

 

 

 demo 服 务 范 例 代 码   / 

HSE_DEMOAPP_S32K3X4_0_1_1_0\demo_security_installer\src\demo_app\services 

 

子范例： 

1. APP_PROGRAM_HSE_ATTRIBUTE     

 

 

2. APP_RUN_HSE_CRYPTOGRAPHIC_SERVICES    主任务函数  HSE_Crypto() 

 

3. APP_HSE_FW_UPDATE： 

 

1）HSE_FwUpdateExample(gNewHseFwAddress); 

2）HSE_ActivatePassiveBlock()       abswap 

 

4. APP_SECURE_BOOT_CONFIGURED   sbl 

 

 

 

 

  



 

Secure Boot Demo    

 

 

 

 

 

 

 



Fw v210 

 

 

Basic Secure Boot (BSB) 

 

 

Authenticate:   

application header :   AES-GMAC algorithm 

key :     ADK/P SHA256 hash key 

 

 

BSB can boot only one core (the booted core can start other cores). 

The application image should contain the header that includes all information needed for BSB (i.e. 

same as in un-secure boot).  

The signature should be appended to the end of AppBL and generated 

using a key derived from ADK/P. 

Advanced Secure Boot (ASB) 

Install and verify SMR#0 to SMR#4 and CR0 with following options for multiple crypto 

algorithms in configurable options such as: 

a. AES CMAC 

b. AES GMAC 

c. HMAC 

d. RSA-PKCS 

e. ECC 

o This demo application can be configured in any cipher combination mentioned above. 

o Secure boot application is booted with core 0. 



 

 

SHE based Secure boot 

HSE FW does SHE based boot operation using SMR and CR tables. Only SMR #0 should be 

used to implement SHE secure boot. 

 

authKeyHandle  = NVM_SHE_AES128_BOOT_KEY 

macAlgo   = HSE_MAC_ALGO_CMAC 

SecureBootApp 

 

 

 

SHECommandApp 

 

 

 

 

 

 

 

 



V0210  vs   v0110 

 

 

 

Key formatted v0210    

 

 



 

 

V0110 

 

  



Image 

 

 

 

 

 

App  = 5AA5 5AA5 

 

 

  



 

Hse 保留资源 

secure BAF will reserve 

the 176KB area of code flash and  

168KB of data flash area for HSE area.  

48k  ram(??新固件不使用) 

 

RM559614-HSE-B Firmware Reference Manual -V1.2(1.4) 

 

 

  



 

 Crypto Driver  

S32K3XX_CryptoDriver_and OTA_ AdvancedTraining.pdf 

 

 



 

 

 

 

 

 

 

  



 

Doc ref 

C:\NXP\HSE_DEMOAPP_S32K3X4_0_1_1_0/HSE_DEMOAPP_S32K3X4_0_1_1_0_ReadMe.pdf 

安装，demoapp 解释 

 

C:\NXP\HSE_DEMOAPP_S32K3X4_0_1_1_0\demo_security_installer\docs/NXP_SECURE_BAF_

UPDATE_README.pdf 

 

 

C:\NXP\HSE_FW_S32K3X4_0_1_1_0\docs/HSE Service API Reference Manual 

 

 

HSE Firmware Reference Manual  ??? 

 

 

术语和缩写 

Authentication:  Designed to assure that something is what it claims to be. 

Authenticity:   Assurance that code is from the source it claims to be. 

Digital Signature:    An asymmetric key algorithm that associates a 

calculated number to both a message and its signer. 

 

Sign/Verify:   See Digital Signature 

 

 

HSE      Hardware Security Engine 

 

 

UID    8bytes in UTest NVM 



 

ADK/P    debug key/password (ADK/P)     128bit 

 

 

ECB  Electronic code book 

CBC  Cipher block chaining 

CTR  Counter-based block cipher mode 

OFB  Output feedback based block cipher mode 

CFB  Cipher feedback mode 

 

Key Provisioning 

 

 

基本算法： 

1.AES 

AES  Advanced encryption standard 

AES 可以使用大小为 128 Bits、192 Bits 和 256 Bits 的密钥 



2. RSA 

RSA  Rivest–Shamir–Adleman (a public key cryptosystem) 

OAEP= Optimal Asymmetric Encryption Padding， 翻译为中文是最优非对称加密填充。 

PSS = Probabilistic Signature Scheme，翻译为中文就是概率签名方案。 

 

RSA 的加密机制有两种方案：一个是 RSAES-OAEP，另一种是 RSAES-PKCS1-v1_5。RSAES 前缀的意思是 RSA ENCRYPTION SCHEME。PKCS#1

推荐在新的应用中使用 RSAES-OAEP，因为其安全性更高，规范保留对 RSAES-PKCS#1-v1_5 的支持是为了跟老的应用保持兼容。它们两的区别

仅仅在于加密前编码的方式不同。而加密前的编码是为了提供了抵抗各种活动的敌对攻击的安全机制。 

 

PKCS#1 的签名机制也有种方案：RSASSA-PSS 和 RSASSA-PKCS1-v1_5。RSASSA 前缀的意思是 SIGNATURE SCHEMES WITH APPENDIX。

同样，推荐 RSASSA-PSS 用于新的应用,而 RSASSA-PKCS1-v1_5 只用于兼容老的应用。 

 

3.ECC 椭圆曲线加密法 

ECC  Elliptic curve cryptography 

 

4. Hashing  哈希 

 

 



 

Miyaguchi-Preneel compression  

using AES-ECB with 128-bit key size (SHE spec support). 



 

 

MAC    message authentication codes (MAC) 

CMAC   Cipher-based message authentication code  ---AES 

GMAC  Galois message authentication code  ---AES 

 

HMAC  Keyed-hash message authentication code 

 

 

ECDSA Elliptic curve digital signature algorithm 

EdDSA Edwards-curve digital signature algorithm 

 

PKCS1 Public-key cryptography standards. PKCS provides the basic definitions of, 

and recommendations for implementing the RSA algorithm. 

IPSec   互联网安全协议（Internet Protocol Security，IPSec） 

 

PKCS   Public-Key Cryptography Standards (PKCS) 

ECIES   Elliptic Curve Integrated Encryption Scheme (ECIES) 

 

[X.209-88]  CCITT Recommendation X.209: Specification of Basic 

               Encoding Rules for Abstract Syntax Notation One (ASN.1), 

               1988. 

 

 

[P1v1.5]    Kaliski, B., "PKCS #1: RSA Encryption Version 1.5", RFC 

               2313, March 1998. 



Optimal Asymmetric Encryption Padding (OAEP) 

 

AEAD  Authenticated Encryption with Associated Data 

Authenticated block ciphering (AEAD) 

Algorithms ：  

CCM, Counter with CBC-MAC (CCM) 

GCM. GCM 全称为 Galois/Counter Mode 

 

 

Root of Trust: Secure foundation (hardware, software, firmware) of a system that 

cannot be tampered with by malware. 

 

secure memory regions (SMR) 

Core Reset (CR) 

 

 

 



 

 

TLS 

TLS 前身是网景（Netscape）公司开发的 SSL 规范，后来在协议维护移交给 IETF 之后，将

其更名为 TLS， 

 

 

标准及组织 

the Secure Hardware Extension (SHE) specification developed by Escrypt for Audi and BMW via the 

HIS Working Group, with early cooperation from Freescale in 2008, has now been accepted as an 

open and free standard. 

 

EVITA defines the overall functionality of three different hardware security module approaches: –

full, medium and light. 

 



ARM? developed its TrustZone? security infrastructure 

Trusted Computing Group (TCG), which claims to provide 

open, interoperable and international standards for trusted computing. One specification 

released by this organization is their Trusted Platform Module (TPM)—published as ISO/IEC 

11889 Parts 1-4. 

 

ISO/SAE 21434 

 ISO/SAE 21434:2021  Road vehicles — Cybersecurity engineering 

 

 

 

 

 

 UN R155  Uniform provisions concerning the approval of vehicles with regards to cyber 

security and cyber security management system 

 

UN R156  Uniform provisions concerning the approval of vehicles with regards to software 

update and software updates management system 



 

Internet Engineering Task Force (IETF) 

https://www.rfc-editor.org/rfc/rfc8017 

 

This document represents a republication of PKCS #1 v2.2 from RSA 

   Laboratories' Public-Key Cryptography Standards (PKCS) series.  By 

   publishing this RFC, change control is transferred to the IETF. 

 

  

https://www.rfc-editor.org/rfc/rfc8017


////////////////////////////////////////////////////////////////////////////////////////// 

Unify bootloader 

UI/host 

 

 https://github.com/frankie-zeng/ECUBus/releases 

 

通信设定 

USER_CONFIG_H 

#define RX_FUN_ID (0x7FFu)   /*can tp rx function ID*/ 

#define RX_PHY_ID (0x784u)   /*can tp rx phy ID*/ 

#define TX_ID (0x7F0u)       /*can tp tx ID*/ 

 

 

  

https://github.com/frankie-zeng/ECUBus/releases


 

固件更新调试记录 

s32k3x4_hse_fw_1.5.0_1.1.0_pb211004.bin.pink 

 

s32k3x4_Secure_Baf_0.5.0_0.9.4_pb210708.bin.pink 

 

 

 

 

 

更新后 

s32k3x4_hse_fw_1.5.0_2.1.0_pb220625.bin.pink 

s32k3x4_Secure_Baf_0.5.0_0.10.0_pb220428.bin.pink 

 

1. 升级 hse fw  g_isEnableActivePassiveBlock =1，立即  swap active/passive block 

 

 



 

 

 

  



问题点 

1. hse  fw 使能后，，clock 的初始化，hardfault 

 

 

 

 

1. The FIRC_DIV_SEL is configured by the sBAF code. 35.6.13 

 

HSE Configuration REG_GPR (CONFIG_REG_GPR) 



 

 

 

disable 生成代码 

 



 

 

 

 

 S312 CLOCK 

https://community.nxp.com/t5/S32K/HSE-PLL-configuration/m-p/1672534 

 

https://community.nxp.com/t5/S32K/HSE-PLL-configuration/m-p/1672534


 

 

2. HSE 使能后，PE multilink 不能擦 application 和调试 

 

根据安装的固件 full mem  或 ab_swap 选择对应的 FLASH algorithm  

 

 

 



3. hse  通信用到的发送及接收的变量都要放 non-cache  区

域，如下图 

 

 

详细参考附件简单翻转 demo   S32K344_HSE_OTA.7z。 

4. Hse 的 demo 都是使用 dtcm memory 

 

地址是 0x21001000 这是出于什么考虑？ 

，，，no cache  快 

 

5. Hse 的 demo 都没有看到设置 ivt，代码 rom 

从 0x00402000 开始，但是能进 app？，，，中断向量表都是 402000？？ 

IVT  BIN，，，T32 刷进 

 



6. hse 保留的 data flash  ，应用不可见？ 

已安装的 smr ，CR Entry  ，，如何清掉？ 

 

调用  erase HSE NVM 服务 HSE_SRV_ID_ERASE_HSE_NVM_DATA 

 

 

7. 高地址 IVT 有效，fw 固件不能安装， 

两种方式都是可以的。 

第一种方法 把 HSE 的固件放在 0x400000 的位置，是否还需要其他的操作 

不需要，，上电复位 sbaf 识别后安装 

第二 方法，IVT    

注意 HSE_FW_ADDR  要跟 link file  指定 HSE_BINARY 地址对应，上电复位 sbaf 识别后安

装 

 

 

装不上，，可能是客户 调试时 （PE mutilink 只擦下载目标文件用到区域）在   0x500000 放

了有效 ivt，，导致 sbaf 不识别 0x400000 

详见 

 

请把  312 可能 ivt 位置 0x500000 ，，0x10000000  中前 256 byte  擦掉。 

 

 

https://community.nxp.com/t5/S32K/S32K312-The-HSE-FW-fails-to-be-installed/m-

p/1659214/emcs_t/S2h8ZW1haWx8bWVudGlvbl9zdWJzY3JpcHRpb258TEk4V1RIQlNDQzBQWDF

8MTY1OTIxNHxBVF9NRU5USU9OU3xoSw#M23369 

 


